% Data Management Plan v0.2 M36

T8.4, D8.8 — Data Management Plan for
the LSRI

Action Number: 101058481

Action Acronym: SUNER-C

Action title: SUNERGY Community and eco-system for accelerating the development of SFCs.
Date: 29/05/2025

DMP version V1.0 (M36)

Funded by
The European Union,
Grant Agreement No. 101058481

https://www.sunergy-initiative.eu/
1


https://www.sunergy-initiative.eu/suner-c

Data Management Plan v0.2 M36

Table of Contents

SUNER-C Data Management Plan WP8 - T8.4, D8.8 =M 36.........ceeeeieeeiiiicieiiieieee e eecireneee e e e e e 1
Table Of CONEENTS ..ottt sear e s nr e e e 2
TABIE OF FIUIES ...ttt e ettt e e e st e e e s sabte e e s s abaeeeessseeeeenssaeeesansseeeennns 3
Data ManagemENT PIaN ........uiiiieiiiie ettt e e e st e et e e e s r e e e e e abae e e e araae s 4
L2 INErOTUCTION ettt e bt e st e e st e e e bt e e sab e e e s aseeeeaneeenneesnneas 6
1.2 DMIP TemMPIate PremMiSES . .cciieiieiieeeee e e e sttt e e e e e et tee e e e e e e s st r e e e e e e e sesnssanaeeeeeeeessnnssraneneeens 7
1.2.1 Main parts Around SUNER-C DIMP.........uuiiiiiiiee ettt s e eecetrre e e e s e e ataan e e e e e s e e e nnnees 7
1.2.2 European Commission Data Space Strategy: Data Value Awareness........ccccccceeeeeeeecnnnnnee. 7
1.2.3 Data Security: GDPR IN SUNER-C .....coeeeeeeeeeeeeeeeeeeeeeeee e 8
1.2.4 FAIR Data in ANy EU INItiatiVe...ccoe oo 9
1.2.4. 0 FINAADIE .ttt aneas 11
1.2.4.2 ACCESSIDIO .. 111
O B [N =Y oY o 1= =1 o =TSSR 12

1.2 4.4 RE-USE ..ttt sttt ettt e sttt e h e e bt nae e et enan e e b e e s an e e neenane e 12

1.3 Considerations on Processes and Data linked to Al...........ccooveiiiiiiiiiiniiiiec e 13

1.3.1 Looking to the Future, SUNER-C and the new Al opportunities: solar energy example ..13

1.3.2 Al Challenges in the SUNER-C needed to be taken into account .........cccccevvveeeeeeeenennnnnee. 14
1.3 3 BFEfIY ON Al ACES ..uurieieeiie ettt ettt e e e e e eerrebrr e e e e e e e e s s tnrreeeeeeeesesastssaeaeeeeeeeannnnrrens 15
2.0 DMP template as outcome Of SUNER-C........ccoceeeiiieiiiiiiiiieieeee e cccrreeeee e e eestreeeee e e e e e e anrees 16
2.1 DMP template Structure in GENEIal .......ccocciriieiiee et e e e e e eeans 16
B € Lo 1YY= T Vo =Y o 0 0 LSRR 18
2.2 Annex: EU-GDR in SUNER-C CSA Website Project......cccccuiiieeeeiieicciiieeee et e e 19
2.3 Annex: Stakeholders Agreement Model used in SUNER-C CSA Project .......ccoecevvivvieeeeneennns 190
2.4 Annex Website Content Released in SUNER-C CSA Project.....cccoccccvieieeieeeieccccieeeee e 201
2.5 Annex Newsletter and Data ManagemENt ........eeeeeiieiiiiiiiiirieeieeeeeeecrrereeeeeeeeeeeirrrereeeeeseeenans 212

2.6 Annex: Private Data Storage in SUNER-C CSA Project Leveraging MS-SharePoint and Survey
10 0 1o 10 F=d o T\ I oo ' 4 TP 23

Funded by
The European Union,
Grant Agreement No. 101058481

https://www.sunergy-initiative.eu/


https://www.sunergy-initiative.eu/suner-c

‘. Data Management Plan v0.2 M36

Table of Figures

Figure 1. European Data Strategy Picture (source http://www.dataeconomy.eu/eu-Data-strategy-2020/) «+«++=ssssrreeeeeeeess 8
Figure 2. EC Open Science across the programme ........cceeviiiieieeececccreeeee e e e e e narereee e 10
Figure 3. Cloud TAGS useful for accessing data.......ccccoccuveiiiiiiieiiiniiiee e 11
Figure 4. The Al Act defines 4 levels of risk for Al systems: (source https://digital-

strategy.ec.europa.eu/en/policies/regUIAtOry-frAMEWOrK-ai) ««««««««sssssssssssssssssnsssnsnsssnsnsssasasesasssasasasssasasasesasasasasesanaseseaenns 16
Figure 5. Website Content Released in SUNER-C CSA Project: i.e., Data Media Library Content.....22
Figure 6. Office 365 correct rights access to partners (Private Group) ......cccceecuvveeeeviveeeeccieeee e, 223

Figure 7. SUNER-C SharePoint is strongly characterized by Consortium Users Specific Access along
WL WPS @CTIVITIES «.uvvrriieiee ittt e e e e e et a e e e e e e e e s e eataraaeeeeeeesesansraseeeaeesenanns 224

Funded by
The European Union,
Grant Agreement No. 101058481

https://www.sunergy-initiative.eu/


https://www.sunergy-initiative.eu/suner-c

% Data Management Plan v0.2 M36

Data Management Plan

The Data Management Plan (DMP) in SUNER-C has gathered all needs in the SUNER-C project necessary for
managing all data aimed at different purposes, like internally administrative and coordination tasks, at data
with the companies and stakeholders, belonging to the domain of SFCs, involved in the Coordination and
Support Action (CSA), in-line with the General Data Protection Regulation (GDPR) requirements and following
the principle of FAIR (Findable, Accessible, Interoperable, Reusable) research data. The report explains the
benefit of SUNER-C experienced in using all project data, that were considered crucial for the whole project
evolving during its lifecycle from the beginning to the end. Several considerations are made on future Al
needs and related Data considerations.
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1.1 Introduction

This plan has been aimed to identify data management strategies, starting from the analysis of the type of
data collected in the SUNER-C project, understanding why they were important for the consortium,
supporters and stakeholders, following the EC directives both in Data Management (DM) but also in the
perspective of Data Space Strategy. Indeed, SUNER-C has taken inspiration from the European Commission
Data Strategy,! trying to understand what the value of data itself is and, hence, how to promote the use and
sharing of the Data.

DM and EU Data Space Strategy for EU Data are important; Data is the new “petrol of the future”. In Horizon
Europe, there is a specific data strategy for better understanding the Value of Data at the European level,
mainly because it is possible to do business using them, but also because Europe must guarantee correct and
certified access to them, in line with Data Privacy Directives (EU-GDPR).% In SUNER-C, data-driven applications
are focused on the target of “improving sustainability and energy efficiency”, where “everything we produce
from SUNER-C is important for the EU Commission”.

The EU Data Strategy is in line with the FAIR (Findable, Accessible, Interoperable and Re-use) principles to
optimise the reuse of data, and SUNER-C performed all activities in line with such principles. SUNER-C
managed data both internally and externally to the consortium, following an approach in which private,
public, and hybrid accesses are guaranteed to supporters, Stakeholders, and Common Users, each of them

with different profiles and access policies. In SUNER-C, even statistical data were important; for example, an
anonymous tracking of data has been considered from the website and social media to evaluate the impact
of the project, i.e., the number of website interactions, how many people we can reach, and the time users
spend on our website.

In line with the FAIR principle of Accessibility, SUNER-C has guaranteed Open Access through the adoption
of Open-Source tools, licenses and directives whenever it has been possible (e.g., Creative Commons— CC-
licences for produced docs).

In SUNER-C, it has been important to have a showroom like a website where, till today, it is possible to find
everything that has been generated and is to be shared: deliverables, partners' information, public
documents and publications, white papers, etc. SUNER-C has provided Data that should be available for
humans (e.g., in HTML, Adobe-pdf and MS-Word formats) and for machine-to-machine interactions at the
same time. To this end, file formats such as XML, MD, CSV, and JSON. Moreover, it has been useful to enrich
pages with metadata, tag published content on the website, and organize datasets in well-defined structures
this allowed to spread information through different means like documents, events, authors, files, with their
relative licenses (e.g., deliverable CC, open-source modules, open access web). See the ANNEX at the end of
this report for the description of several useful examples.

! https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy _en
2 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434
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1.2 DMP Template Premises

Looking at the activities conducted in SUNER-C, it is possible to summarise and take the glue to generalise
the approach followed here. The next parts of the docs allow one to understand what the essential parts
need to be taken into account to create a DMP, but moreover, it looks at the new perspectives, providing a
comprehensive guideline. In this perspective, it is important to remark that the European has recently
approached Artificial Intelligence (Al) to help in building a resilient Europe for the Digital Decade, where
people and businesses can enjoy the benefits of Al.

1.2.1 Main parts Around the SUNER-C DMP

SUNER-C has been aware of the added value of managing data in its lifecycle, considering many aspects. For
example, even the Common European Data Space has been considered in designing the DMP. The Common
European Data Space is formalised to achieve the goal of Data Publicly available, in machine readable format
and accessible via APIs, which will be used in different domains. Moreover, SUNER-C has adopted well-known
standards for sharing content produced during the project (e.g., through its website, common sharing tools,
social platforms, etc.). In the next section, we summarise the main parts necessary to define DMP, released
in SUNER-C

1.2.2 European Commission Data Space Strategy: Data Value Awareness

Looking at the ambitions of the SUNER-C project, it is important to understand the challenges linked to the
data that has been produced and collected by the consortium and that has been used inside the supporting
organizations and even across and beyond Europe. According to the European Commission Data Space
Strategy, Data represents the new “oil” of the future, and hence SUNER-C is looking at the great benefit of
managing data properly, sharing it, and creating awareness even in other domains.
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European Strategy for Data
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Figure 1 shows the key concepts of the data strategy defined by the European Commission, which wraps the
original principles on Data Security and High-Quality Data, and goes beyond giving the highlights for
understanding how and where data is strategic.

1.2.3 Data Security: GDPR in SUNER-C

The GDPR introduces new rules for organizations that offer goods and services to people in the European
Union (EU), or that collect and analyse data for EU residents, no matter where you or your enterprise are
located.

In the context of the SUNER-C website, used as the main ICT tool for data sharing, the hosting company
GoDaddy claims that:?

“GDPR is really focused on the privacy of personal information. Long story short, it's about making sure your
customers' personal data is protected and used in proper ways. Before diving into specifics, below are a few
key definitions under the law that will help us to define respective responsibilities as it relates to handling
personal data:

Data Subject: The person providing personal information. This could be a customer, an employee, or someone
that visits your website (the latter if you collect information about them using "cookies and similar
technologies").

8 https://uk.godaddy.com/help/what-does-gdpr-mean-for-my-business-27935
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Data Controller: The party that determines the purposes and means for processing personal Data.
Data Processor: The party that processes personal data on behalf of the data controller.

Processing: Any operation or set of operations which is performed on personal data, whether by automated
means or not, such as collection, recording, organization, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.

Personal Data: The GDPR applies only to ‘personal data," meaning any information relating to an identifiable
person who can be directly or indirectly identified in particular by reference to an identifier. This definition
provides for a wide range of personal identifiers to constitute personal data, including name, identification
number, location data, or online identifier, reflecting changes in technology and the way organizations collect
information about people. Essentially, if you can use the data to identify a user, customer, or anyone, it's
personal data.”

1.2.4 FAIR Data in Any EU Initiative

The European Commission is pushing to guarantee that European investments may have meaningful impacts
on European society (enterprises, citizens, governments, research centres, academia, industry, etc) and that
open science across the programme is pursued. In particular, the open science initiative should provide
better dissemination and exploitation of R&I results and support for active engagement of society.
Essentially, two main actions are considered:

Mandatory open access to publications: beneficiaries shall ensure that they or the authors retain sufficient
intellectual property rights to comply with open access requirements.

Open access to research data ensured: in line with the principle "as open as possible, as closed as necessary";
mandatory data management plan for FAIR and open research data.
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Open Science across the programme

Better dissemination and exploitation of
R&l results and support to active
engagement of society

Mandatory Open Access to publications: beneficiaries shall ensure that
they or the authors retain sufficient intellectual property rights to comply with
open access requirements

Open Access to research data ensured: in line with the principle "as open as
possible, as closed as necessary"; Mandatory Data Management Plan for FAIR
(Findable, Accessible, Interoperable, Re-usable) and Open Research Data

Support to researcher skills and reward systems for open science

Use of European Open Science Cloud

u European
Commission

Here, SUNER-C looked to fulfil all EC requirements, taking consequent actions formalising formats, tools, and
modus operandi in both cases, internal process management among the consortium partners and external
process management among Companies and Stakeholders, belonging to the domain of SFCs, involved in the
CSA.

The ICT tool has been considered Microsoft with its applications, like SharePoint/OneDrive, MS-FORMS, MS-
TEAMS, calendar, email, and mailing list. In the latter case, the main tool is represented by the website
WordPress, which allows users to share papers, publications, web articles, blog pages, as well as data sets
created within SUNER-C, through RESTful APIs. For research publications, Gold or Green open access models
will be used (via archive chemRxiv.org and open access journals or Open Research Europe). Also, open
platforms like Zenodo have been used.

SUNER-C has been fully aware that this DMP is mandatory for FAIR and open research data.
The acronym FAIR stands for the goal to make data:

e Findable, including provisions for metadata;

e Accessible;

e Interoperable;

e and increase data Re-use.

The following sections will describe how SUNER-C intends to address these items.
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1.2.4.1 Findable

SUNER-C will make available data aimed at humans in the form of papers, publications, Web articles, blog
pages, in HTML, Adobe PDF, and MS-Word formats, as well as in machine-to-machine formats, like XML, MD,
CSV, and JSON reachable through APIs installed in the SUNER-C website, leveraging different type of
WordPress plug-ins. SUNER-C will enrich pages with metadata, tag all content that is published on the
website, and datasets should be structured using standard structures in order to be spread like documents,
events, authors, files, with their license (e.g., deliverable CC, open-source modules, open-access web).
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For internal purposes, the search engine of Microsoft has performed we are allowing consortium partners to
find all documents, presentations, and content created inside the consortium itself. The search engine of
Microsoft can access project folders as well as internal content in PDF files, Word files, etc.

For external purposes, the web portal has been useful for simplifying the findability of data using hierarchical
taxonomy. The hierarchical taxonomy is shaped in two forms: rigid and free organization. The former
guarantees a common scheme for findability and API setup, the latter is useful for enriching data with new
metadata, useful to be searched and achieved through search engines like Google, Bing, etc. Search engines
are fed through special WordPress plug-ins aimed at these purposes.

1.2.4.2 Accessible
The aim in SUNER-C has been to permit data accessibility using open standards like XML, MD, CSV, and JSON,
as well as common HTML files used for web pages, articles, and blogs.
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1.2.4.3 Interoperable
SUNER-C delivered all project content via its website. The idea is to allow easy access to data and any useful
content.

1.2.4.4 Re-Use

The SUNER-C consortium has looked at how to allow companies to reuse formats, APls, content, and
publications. All datasets produced in SUNER-C, as well as survey data and articles, have been available using
REST style of architecture and using many features of tooling built for easy APIs interfaces.
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1.3 Considerations on Processes and Data Linked to Al

The SUNER-C consortium has foreseen new opportunities in adopting Al, considering it from many points of
view. In particular, it is important to understand and exploit the many novel possibilities offered by Artificial
Intelligence and related technologies

1.3.1 Looking to the Future, SUNER-C and the new Al opportunities: solar energy example

SUNER-C has been aware of the capabilities of the coming opportunities bound to Al. Below are a few
examples that allow us to identify where it is possible to adopt Al algorithms linked to SUNER-C visionary
perspectives, specifically to solar energy exploitations:

e Real-Time Solar Forecasting
Al enhances the accuracy of solar energy predictions by analysing data from weather satellites,
ground sensors, and historical performance. This helps stabilize the grid, optimize panel
positioning, plan maintenance, and manage energy storage effectively.

e Automated System Adjustments
Al systems can automatically adjust panel angles, inverter settings, and storage management in
real-time to maximize efficiency. This ensures steady power output even when weather
conditions change unexpectedly.

e Site Selection and Pre-Construction Planning
Al helps identify optimal locations for solar farms by analysing geographical and environmental
data. It also aids in pre-construction planning by providing detailed construction plans and digital
twin models tailored to specific site conditions.

e Enhanced Efficiency and Cost Reduction
Al-driven technologies reduce delays, minimize build costs, and improve project completion
times. Throughout the lifecycle of a solar project, Al maximizes energy output while minimizing
operational expenses and risks.

o Smarter Energy Management Systems
Al creates smarter energy management systems that enhance solar power production and
improve overall efficiency. These systems leverage advanced algorithms and data-driven insights
to optimize energy use and storage.

¢ Simulators Al-based
Real Laboratories in the domain needs a lot of types of machinery, facilities, and materials to
make them hard to set setup and for use, costly, and sometimes unfeasible. The simulative
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approaches allow for simplifying new studies and making them widely distributed and easily
accessible to the scientific community to this Al offers new opportunities.

Nowadays, it is quite clear that Al may truly transform the solar energy industry, making it more reliable,
efficient, and accessible.

1.3.2 Al Challenges in the SUNER-C needed to be taken into account

For the sake of simplicity, let's consider the aspect of SUNER-C related to solar energy production and its
storage. During the meeting and the hands-on hackathon during the time, the Consortium identified many
benefits of using Al, but also some challenges:

e Data Quality and Availability
Al relies heavily on high-quality data to function effectively. Inconsistent or incomplete data can

lead to inaccurate predictions and suboptimal performance. To this, Data still reveals an
important role even in this new era of new developments. This aspect should find a specific
treatment inside future DMPs.

e Interoperability and Integration
For example, integrating Al systems with existing solar infrastructure can be complex. Ensuring
compatibility between different technologies and platforms is crucial for seamless operation.

¢ Regulatory and Policy Constraints
Al in solar energy must navigate various regulatory and policy frameworks, which can vary
significantly by region. Compliance with these regulations can be challenging and may slow down
implementation.

e Ethical and Bias Considerations
Al systems can inadvertently introduce biases based on the data they are trained on. Ensuring
ethical use and minimizing bias is essential to maintain fairness and reliability.

e Scalability and Deployment Costs
Scaling Al solutions for large solar projects (for production and its storage) can be expensive.
High initial costs and ongoing maintenance expenses can be barriers to widespread adoption.
Here is important to note that a distributed approach may be preferred with respect to the
centralised one; however, what is the business model here?

e Environmental Impact
Al systems require significant computational resources, which can lead to increased energy
consumption and environmental strain if not managed properly.
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The last two aspects, Scalability and Deployment Costs, and Environmental Impact, should be considered in
portions of rural areas, for example, to be devoted to this, allowing local benefit for the population (social
aspects of the initiative).

Despite these challenges, the potential benefits of Al, for example, in the case of solar energy, are substantial,
and ongoing research and innovation are helping to address these issues.

1.3.3 Briefly on Al Acts

Following the approach around the GDPR and the Data Space Strategy, the European Commission has
launched another initiative to enable the rapid development of Al models to build a resilient Europe for the
Digital Decade.

Al legislation, such as the EU Atrtificial Intelligence Act, aims to regulate the development and deployment of
Al technologies. Al Acts typically define what constitutes an Al system, including machine-based systems that
operate with varying degrees of autonomy and may adapt after deployment. In particular, it describes the
risk categorisation, in which Al systems are categorised according to their level of risk (see Figure 3). For
example, high-risk Al systems that could affect health, safety, or fundamental rights are subject to stricter
requirements. It prohibits certain Al, such as those that manipulate human behaviour or exploit
vulnerabilities. It ensures transparency and accountability in Al operations, including clear documentation
and explanations of how Al systems make decisions. Accountability measures ensure that developers and
operators are responsible for compliance. Al Acts pushes to create a compliance and enforcement
environment where the regulatory bodies are established to monitor, supervise, and enforce compliance
with Al regulations. This includes conducting assessments, investigating incidents, and imposing corrective
measures. It seeks to support innovation by balancing regulation with support for innovation, providing a
framework for safe experimentation and development, and allowing for international cooperation, including
provisions for international cooperation to harmonise standards and practices globally.

These elements help to ensure that Al technologies are developed and used responsibly, protecting
individuals and society while fostering innovation.
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Figure 3. The Al Act defines 4 levels of risk for Al systems: (source https;//digital-strateqy.ec.europa.eu/en/policies/requlatory-framework-ai)

2.0 DMP template as outcome of SUNER-C

In general, the Data Management Plan Template is very conventional with several consolidated parts;
however, in SUNER-C, thanks to meaningful concrete experience, it is possible to foresee specific
requirements useful in other EU initiatives.

2.1 DMP template Structure in General
The Data Management Plan Template is characterised by the following parts very conventional with several
consolidated parts, however, new aspects need to be considered:

1. Data Summary

e Project Title: [Insert project title]

e Project Acronym: [Insert acronym]

e Project Number: [Insert project reference number]

e Data Description: Provide a brief description of the data generated or collected, its relation to
project objectives, and the expected size of the data.

e Data Utility: Explain to whom the data might be useful and how it can be reused.

2. FAIR Data Principles
e Findable:

o Metadata Standards: Specify the metadata standards used (e.g., Dublin Core, ISO
19115).
o ldentifiers: Describe the use of globally unique identifiers (e.g., DOIs).
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o Searchability: Ensure data is indexed and searchable in relevant repositories.
e Accessible:

o Access Protocols: Detail the protocols for data access (e.g., HTTP, FTP).

o Access Restrictions: Explain any access restrictions and how they are managed.

o Metadata Accessibility: Ensure metadata remains accessible even if the data itself
is restricted.

e Interoperable:

o Data Formats: Use common data formats (e.g., CSV, JSON, XML).
o Vocabularies: Employ standardized vocabularies and ontologies.
o Integration: Describe how data can be integrated with other datasets.

e Reusable:

o Licensing: Provide clear licensing information for data reuse.
o Provenance: Include detailed provenance information to ensure accurate reuse.
o Quality Assurance: Outline measures for ensuring data quality.

EU-GDPR Principles

e Methods: Identify Data Subject, Data Controller, and Data Processor.
e Roles and Responsibilities: Define roles and responsibilities for data management according to
the GDPR.

Data Collection and Processing

e Methods: Describe the methods for data collection and processing.
e Tools: Specify the tools and software used for data management.
e Ethical Considerations: Address ethical issues related to data collection and processing.

Data Storage and Preservation

e Storage Solutions: Detail the storage solutions used (e.g., cloud storage, local servers).

e Backup: Explain the backup procedures to ensure data preservation.

e Long-term Access: Ensure long-term access to data through repositories that support
preservation.

Data Sharing and Reuse

e Sharing Policies: Outline the policies for data sharing.
e Access Levels: Define different access levels for various stakeholders.

¢ Reuse Guidelines: Provide guidelines for data reuse, including citation requirements.

Compliance with Legal and Ethical Standards

e Regulatory Compliance: Ensure compliance with relevant regulations (e.g., GDPR).

Ethical Standards: Adhere to ethical standards for data management.
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8. Responsibilities and Resources

¢ Roles and Responsibilities: Define roles and responsibilities for data management.

e Resources: Identify resources needed for effective data management.

9. Monitoring and Updates

e Audit Procedures: Establish procedures for regular audits of data management practices.

e Updates: Include a timetable for updates to the DMP, ensuring it remains a living document.

10. Al Considerations: Processes and Data

e Methods: Identify Al domain opportunities, processes, and the use of Data; come up with the
Challenges in using Al in the domain (eg, Defining Data Quality for feeding Al Models is a Must

to Do).

e Regulatory Compliance: Ensure compliance with relevant regulations (e.g., Al ACTS).
e Ethical Standards: Adhere to ethical standards for data management and Al integration.

This template provides a comprehensive framework that can be tailored to the specific needs of your
project, ensuring effective data management and compliance with GDPR and FAIR principles, looking at Al

new outcomes; here, refer to Al acts.

2.1 Glossary of Terms

Al: Artificial Intelligence

AD: Alma Digit

API: Application Program Interface

CC: Common Creative License

CMS: Content Management System

CSA: Coordination and Support Action

DM: Data Management

DMP: Data Management Plan

EU-GDPR: European General Data Protection Regulation
FAIR: Findable, Accessible, Interoperable, Reusable
ICT: Information and Communication Technology
IT: Information Technology

SEO: Search Engine Optimization

UU: Utrecht University
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Annexes

In this section, several concrete examples are reported, useful to specify the data source and the detailed
analysis.

2.2 Annex: EU-GDR in SUNER-C CSA website Project

In accordance with General Data Protection Regulation 679/2016 of the European Union and Organic Law
3/2018, of December 5, Data Protection and Guarantees of Digital Rights, you consent to your data being
collected and processed by INSTITUT CATALA D’INVESTIGACIO QUIMICA, owner of the website sunergy-
initiative.eu, in order to subscribe to our newsletter, managed through the Mailchimp marketing
platform. You can unsubscribe at any time by clicking the link in the footer of our emails and learn more
about Mailchimp’s privacy practices here.

Data Protection Basic Information:
Manager: INSTITUT CATALA D'INVESTIGACIO QUIMICA, owner of the website sunergy-initiative.eu.
Purpose: We inform you that the data you provide through the form will be processed for the exclusive

purpose of providing you with the subscription to the News and tasks derived from it.

Legitimization: The data subject consented to the processing of his or her personal data for one or more
specific purposes.

Recipients: No data will be disclosed to third parties, unless legally required.

Rights: You can exercise your rights of access, rectification, and deletion, as well as other rights that you may
have, as detailed in the terms and conditions on our website

2.3 Annex: Stakeholders Agreement Model used in SUNER-C CSA Project

As part of the work being developed within the SUNER-C project, we created a Community Mapping tool,

mapping the R&I actors in the full value chain of solar fuels and chemicals. To digitally gather this information,
we created this form on Microsoft Forms. In terms of data protection, the information submitted through
this form was handled in accordance with the following regulations:

e GDPR: The processing and collection of personal data is necessary for the execution of the
Community Mapping exercise. SUNER-C/SUNERGY processes personal data in accordance with
Regulation (EU) 2018/1725 on the protection of natural persons. The full name of the contact
person, their gender, and the information related to the Gender Equality Plan are only for statistical
purposes and will not be made public.
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e Newsletter Subscription (Question 13): Respondents were given the option to subscribe to the
SUNER-C newsletter database. They could indicate their consent to be included by checking a box
next to the statement: “I accept the privacy policy: https://sunergy-initiative.eu/terms-of-use/”

2.4 Annex Website Content Released in SUNER-C CSA Project

Regarding media content on the website, any images, videos, or other media files are used following
SUNERGY’s Terms and Conditions. Users who upload or share media through the platform must ensure they

have the rights to do so and consent to its publication. SUNER-C does not collect personal data from media
files unless explicitly stated and agreed upon, and all content is handled with respect to privacy and
intellectual property rights.

In addition to managing the personal data for participants from our events, we added specific disclaimers or
guestions about consent. In all the event registration links, we ask the following:

Do you consent to being filmed or photographed, which may be used in communication activities?
0 Yes, | consent that video(s) and/or photo(s) are taken of me during the meetings and used in
communication activities.
o No, | do not consent that video(s) and/or photo(s) are taken of me during the meetings and used in
communication activities.

Additionally, for some specific events, such as the roundtable event with representatives from the EU

Commission on the 8th June 2023, we added this text to the registration form:

In relation to the event/meeting organised by SUNER-C, your personal data, including your name and contact
details, are collected to facilitate your participation in the event/meeting, to implement organisational
arrangements, and to allow your entry to the buildings. The processing of personal data is necessary for the
organisation of this event. We are planning to have a short follow-up report with a general description/main
outcome of the meeting (no quotes attributed, no list with names, no pictures) for publication on our website
and social media. The draft report will be circulated to participants before publication. You can withdraw
consent at any time and object to the processing, indicating this to the organisers. SUNER-C/SUNERGY
processes personal data in accordance with Regulation (EU) 2018/1725 on the protection of natural persons.

For the European Parliament dinner on the 14th of May 2025, we added:

Due to the security checkpoint at the entrance of the European Parliament, providing information about a
valid ID card or passport is mandatory." Your personal information will only be used for the security purposes
related to this dinner, in accordance with the European Parliament's security policies. The European
Parliament processes personal data in compliance with Regulation (EU) 2018/1725 of the European
Parliament and of the Council of 11 December 2018. For more information, please read the privacy statement
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G

before you continue. Figure 4 shows an example of Data Media Library Content that exists in the SUNER-C
website.

Background v Strategic R&l Agenda  News Events Resources

Library

Meeting Material

THE FUTURE OF
SOLAR-TO-X

Harnessing renewables
for a sustainable future

Scientific papers

Technical reports

cey

e-fuels — solar fuels I

hard-to-abate sectors
carbon circularity

Current Opinion in Chemical Enginesring

The chemical engineering
f CO2 capture

EIC
_" TECH REPORT
&,

The European Innovation

incil - Tech Report

The European Energy

h Alliance’'s Annual
2022

vith its

Strategic S Mook P %)
Research and
Innovation Plan
for safe and
sustainable
Chemicals and
Materials

Energy-X Research Needs
Report

2.5 Annex Newsletter and Data Management
All the data from subscribers to the newsletter follows this regulation:

e In accordance with General Data Protection Regulation 679/2016 of the European Union and
Organic Law 3/2018, of December 5, Data Protection and Guarantees of Digital Rights, you consent
to your data being collected and processed by INSTITUT CATALA D'INVESTIGACIO QUIMICA, owner
of the website sunergy-initiative.eu, in order to subscribe to our newsletter, managed through the
Mailchimp marketing platform. You can unsubscribe at any time by clicking the link in the footer of
our emails, and learn more about Mailchimp's privacy practices here.

The data is stored at Mailchimp, following their Legal Terms, including Data Processing Addendum.
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2.6 Annex: Private Data Storage in SUNER-C CSA Project Leveraging MS-SharePoint and
Survey through MS-Forms

The SUNER-C Project and Coordination allowed consortium partners to share documents, slides,
publications, and internally within each WP of SUNER-C among all WPs. All documental productions have
been maintained totally confidential within the consortium, where a restricted and fully controlled access
has been set up. To simplify the accessing task of consortium partners, all resources were pointed to the
official website, but only those who had the correct rights were able to access it. Figure 5 shows an example
of a correct configuration of Office 365 in the SUNER-C area.

Utrecht University Office 365 £ Search this library & 7 @
‘:‘ SUNER'C @'ﬁ Private group
¥ Share @ Copylink 3 Sync | Download & Gotochannel #% Automate H Integrate All Documents Y Ve

Figure 6 shows the MS Office 365 SharePoint tool that offers the possibility to organize the storage space in
folders accessible from web forms and by a Microsoft desktop application. The access is private, and this
means that only authorized users can enter the system. The system is configured with the rule that the
SUNER-C partner can access all the folders in read-only mode. The write mode is enabled only in the folders
where collaborative activities and deliverable drafting are implemented. For example, the WP8 - Project
management and Coordination- folder is configured in write mode for all partners involved in WP8, whereas
all the others are in read-only mode.
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' C

4
Utrecht University Office 365 £ search this library & 7 @
"\ SUNER-C i Private group
=
%> Share @ Copylink /2 Sync | Download & Gotochannel #% Automate H Integrate All Documents Y

Documents > General

[ Name Modified Modified By
Collaborative work in progress Qctober 4 Coutard, N. (Nathan)
Events October 4 Coutard, N. (Nathan)
Templates October 4 Coutard, N. (Nathan)
WP1 - Creation of an R& community and ... ~ October 4 Coutard, N. (Nathan)
WP2 - Ongoing research activities in the ... October 4 Coutard, N. (Nathan)
WP3 - Long-term technological roadmap October 4 Coutard, N. (Nathan)
WP4 - Innovation and exploitation October 4 Coutard, N. (Nathan)
WPE - Socio-technical and cross-cutting ...  October 4 Coutard, N. (Nathan)
WP7 - LSRI beyond the CSA October 4 Coutard, N. (Nathan)
WP8 - Project management and Coordina..  October 4 Coutard, N. (Nathan)

SUNER-C activities are internally managed using different mailing lists to guarantee that only specific partners
can access internal data because there is a cross-reference between the specific mailing list and the relevant
folder for data storage.

Microsoft Forms is a tool designed to simplify the creation of surveys, quizzes, and polls. As part of the
Microsoft 365 suite, it integrates seamlessly with other Microsoft applications such as Excel, Teams, and
SharePoint. This integration is one of its standout features, enabling users to effortlessly share and analyse
data across various platforms.

Another important aspect is the variety of question types supported, including multiple-choice, text
responses, ratings, dates, rankings, and file uploads. This flexibility enables users to tailor forms to specific
needs. For example, when conducting a customer satisfaction survey, a combination of rating scales and text
boxes can be used to obtain quantitative and qualitative feedback.

At SUNER-C, the use of Microsoft Forms has been widely considered, as a well-designed form can make the
process more engaging and encourage higher response rates among SUNER-C stakeholders.

Like it is reported above, at the heart of the GDPR is the principle that individuals should have control over
their personal data. Microsoft Forms aligns with this principle by ensuring that the data collected through its
forms is owned and controlled by the user or organisation that created the form. This means that Microsoft
does not use the data for any purposes other than providing the service. Users have the autonomy to manage
their data, ensuring that it is used in ways that respect the privacy of respondents.
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